Povinnost utajeni pri zpracovani
osobnich udajua

Soulad s €l. 32 odst. 4, 29 a 28 odst. 3 b)
GDPR [obecné nafizeni o ochrané
osobnich udajt]

Jméno:

Pfijmeni:

Osobni ¢islo

Spole¢nost
TRUMPF:

V ramci Vasi prace ziskate pfistup k
osobnim udajum (véetné takovych o
zaméstnancich, zakaznicich a
dodavatelich) spole¢nosti TRUMPF, tj.
informace tykajici se konkrétnich nebo
identifikovatelnych osob. Z tohoto ddvodu
Vam vznikaji pravni povinnosti, o kterych
jste informovani prostfednictvim tohoto
oznameni a jejichZz vzeti na védomi nize
potvrdite.

PFi seznameni se s osobnimi udaji v ramci
Vasi ¢innosti jste povinni dodrzovat
nasledujici:

- zachovavat mi¢enlivost o v8ech
osobnich Udajich, které jste ziskali.
Zejména je zakazano zpracovavat nebo
poskytovat pfistup k osobnim Udajim
bez povoleni pro jakykoli jiny ucel nez
pro fadné plnéni Vasich pracovnich
povinnosti.

- pouzivat osobni idaje pouze v souladu
s vnitfnimi pfedpisy a vydanymi pokyny
tykajicimi se zpracovani osobnich
udaju. Za zakladni dokumenty se
povazuji Smérnice TRUMPF o ochrané
osobnich udaju, jakoz i veSkeré dalSi
vnitfni pfedpisy ohledné ochrany
osobnich udajd. Aktualni verze jsou
ulozeny v systému spravy dokumentd
TRUMPF (TDM) a muze do nich byt
kdykoliv nahlédnuto.

- Chranit osobni udaje chranéné proti
pfistupu neopravnénych osob (clean
desk).

- Nemazat nebo nepozmériovat osobhni
Udaje bez pfislusného opravnéni.

- Dodrzovat vnitini pfedpisy pfi likvidaci a
ni¢eni datovych nosi¢l nebo

Obligation of confidentiality when
processing personal data

Compliance with Art. 32 para. 4, 29 and
28 para. 3 b) GDPR [General Data
Protection Regulation]

Last name:

First name:

Pers. No.

TRUMPF
Company:

As part of your work, you will gain access to
personal data (including that of employees,
customers and suppliers) of TRUMPF, i.e.,
information that relates to specific or
identifiable individuals. For this reason,
legal obligations arise for you of which you
are informed by means of this natification
and the acknowledgment of which you can
confirm below.

When you become aware of personal data
in the course of your work, you are obliged
to:

- maintain confidentiality regarding all
personal information you have obtained.
In particular, it is forbidden to process or
provide access to personal data without
authorisation for any purpose other than
the lawful performance of your
professional responsibility.

- use personal data only in compliance
with internal policies and existing
instructions regarding the processing of
personal data. The TRUMPF internal
Data Protection Directive as well as all
further internal guidelines concerning
protection of personal data law are to be
considered as central documents. The
up-to-date versions are stored in the
TRUMPF document management
system (TDM) and can be viewed at any
time.

- keep personal data protected from
access by unauthorised individuals
(clean desk).

- do not change or delete personal data
without authorisation.

- comply with internal guidelines when




dokumentu, které obsahuji osobni

Gdaje.
V pfipadé pochybnosti se obratte na
Vaseho povéfence pro ochranu osobnich
Udaju nebo na koordinatora ochrany
osobnich udajd. Tym skupinového
poveéfence pro ochranu osobnich udaju je
mozneé kontaktovat na adrese
privacy@trumpf.com.

Tyto povinnosti plati i po skonéeni
pracovniho poméru. Rovnéz se vztahuji na
kolegy, ktefi nejsou povéreni zpracovanim
dotCenych udaja.

Dal$i pozadavky specifické pro jednotliva
oddéleni ohledné zpracovani osobnich
udajd, jako napf. v souvislosti s u€etnictvim
a mzdovym Ucetnictvim (nap¥. pro audity
bezpec€nosti udajl) zUstavaji nedotéeny a je
tfeba je dodrzovat, stejné jako obecné Ihlty
pro uchovani a archivaci.

PoruSeni mohou mit za pracovné-pravni
disledky nebo mlze byt trestano jako
trestny &in nebo pFestupek pokutou nebo
odnétim svobody.

Ustanoveni GDPR, ktera se na vas vztahuiji,
stejné jako kontaktni udaje Vaseho
povérence pro ochranu osobnich udaju
nebo koordinatora ochrany osobnich udajd,
jsou uvedeny v pfiloze k tomuto oznameni.
Pokud zjistite jakékoliv nedostatky nebo
poruseni v oblasti ochrany osobnich udajd
nebo bezpecénosti dat, zadame Vas, abyste
0 nich neprodlené informovali Vasemu
nadfizenému nebo prislusnym kontaktnim
osobam pro ochranu osobnich udaju.

Své povinnosti jsem vzal na védomi.

Misto, Datum:

Podpis:

(Prosim vratte podepsané vyhotoveni
personalnimu oddéleni. Druhé vyhotoveni je
uréeno pro Vas)

disposing of or destroying data carriers
or documents that contain personal
data.

If in doubt, contact your data protection
officer or data protection coordinator for
more information. The team of the Group
Data Protection Officer can be contacted at
privacy@trumpf.com.

These obligations apply beyond the end of
the employment relationship. They also

apply to colleagues who are not entrusted
with the processing of the concerned data.

Further department-specific requirements
for the processing of personal data, such as
in the context of bookkeeping, accounting
and payroll accounting (e.qg., for the auditing
safety of data) remain unaffected thereby
and have to be observed, as do general
retention and storage periods.

Violations can result in labour law
consequences or be penalised as a criminal
or felony offense with a fine or
imprisonment.

The provisions of the GDPR that apply to
you as well as the contact details of your
responsible data protection officer or data
protection coordinator are listed in the
attachment to this natification. If you notice
any deficiencies or breaches in the area of
protection of personal data or data security,
we ask you to please report them
immediately to your supervisor or the
responsible data protection contact person.

| am aware of my obligations.

City, Date:

Signature:

(Please return a signed copy to the Human
Resources Department. The second copy is for
your records)



mailto:privacy@trumpf.com

Informacni list k pravni apravé
GDPR

Osobni udaje

Cl. 4 odst. 1 GDPR: ,,,Osobnimi Gdaji“ se
rozumi veskeré informace o identifikované
nebo identifikovatelné fyzické osobé (dale jen
»Subjekt udaju®); identifikovatelnou fyzickou
osobou je fyzicka osoba, kterou Ize pfimo i
nepfimo identifikovat, zejména odkazem na
urcity identifikator, napfiklad jméno,
identifikacni Cislo, loka¢ni udaje, sitovy
identifikator nebo na jeden €i vice zvlastnich
prvku fyzické, fyziologické, genetické,
psychické, ekonomické, kulturni nebo
spole€enské identity této fyzické osoby

To zahrnuje osobni Gdaje a kontaktni Gdaje,
ale také napfiklad jednoduché informace,
které jsou ulozeny pod Cisly zaméstnanci
nebo systémovymi Cisly, jako jsou Casy
pfistupu zaznamenané pod kodem. Pro
identifikovatelnost postacuje pfifazeni
identifikatoru nebo dokonce jedné &i vice
zvlastnich vlastnosti, které jsou jedine¢né u
jedné osoby.

Zpracovani

Cl. 4 odst. 2 GDPR: mZpracovanim“ se
rozumi jakakoliv operace nebo soubor operaci
s osobnimi Udaji nebo soubory osobnich
udaju, ktery je provadén pomoci i bez
pomoci automatizovanych postupu, jako je
shromazdéni, zaznamenani, uspofadani,
strukturovani, ulozeni, pfizplsobeni nebo
pozménéni, vyhledani, nahlédnuti, pouziti,
zpristupnéni pfenosem, Sifeni nebo jakékoliv
jiné zpfistupnéni, sefazeni ¢i zkombinovani,
omezeni, vymaz nebo zni¢eni

Pravni zaklad a pozadavky na zpracovani

Cl. 6 GDPR Z&konnost zpracovani

(1) Zpracovani je zakonné, pouze pokud je
splnéna nejméné jedna z téchto podminek
a pouze v odpovidajicim rozsahu:

e subjekt udaju udeélil souhlas se
zpracovanim svych osobnich udaju pro
jeden Ci vice konkrétnich ucelq;

e zpracovani je nezbytné pro splnéni

Fact sheet concerning the
regulations of the GDPR

Personal data

Art. 4 No. 1 GDPR: ‘Personal data’ means
all information relating to an identified or
identifiable natural person (hereinafter
referred to as the ‘data subject’); a natural
person is regarded as identifiable when said
person can be identified directly or indirectly,
in particular by means of association with an
identifier such as a name, an identification
number, location data, an online identifier or
one or more special features which are the
expression of the physical, physiological,
genetic, mental, economic, cultural or social
identity of said natural person

This includes personal data and contact
data as well as merely information, for
example, which is stored under personnel
numbers or system numbers, such as
access times recorded under a key number.
An assignment to an identifier or even to
one or more special features that are
uniqgue in one individual is sufficient for the
sake of identification.

Processing

Art. 4 No. 2 GDPR: ‘Processing’ means any
operation or any such series of operations
performed with or without the aid of
automated procedures in connection with
personal data, such as collection, recording,
organisation, ordering, storage, adaptation,
alteration, reading, querying, usage,
disclosure through transmission, disclosure
through dissemination, disclosure through any
other form, comparison, linking, restriction,
deletion or destruction

Leqgal basis and requirements for
processing

Art. 6 GDPR Lawfulness of processing

(1) Processing is lawful only if at least one
of the following conditions is met:

¢ the data subject has consented to the
processing, for one or more specific
purposes, of the personal data that
concerns him;




smlouvy, jejiz smluvni stranou je subjekt
udaju, nebo pro provedeni opatfeni
pfijatych pfed uzavienim smlouvy na
zadost tohoto subjektu udaju;

e zpracovani je nezbytné pro splnéni
pravni povinnosti, ktera se na spravce
vztahuje;

e zpracovani je nezbytné pro ochranu
zivotné dulezitych zajmua subjektu udajl
nebo jiné fyzické osoby;

e zpracovani je nezbytné pro splnéni ukolu
provadéného ve vefejném zajmu nebo
pfi vykonu vefejné moci, kterym je
povéren spravce;

e zpracovani je nezbytné pro ucely
opravnénych zajmu pfislusného spravce
Ci tfeti strany, kromé pfipadu, kdy pred
témito zajmy maji pfednost zajmy nebo
zakladni prava a svobody subjektu udaja
vyzadujici ochranu osobnich udaju,
zejména pokud je subjektem udajl dité.

Prvni pododstavec pism. f) se netyka
zpracovani provadéného organy vefejné
moci pfi pInéni jejich ukold.

Cl. 32 GDPR Zabezpeéeni zpracovani

(1) S pfihlédnutim ke stavu techniky,
nakladim na provedeni, povaze, rozsahu,
kontextu a uéellm zpracovani i k rizné
pravdépodobnym a rlzné zavaznym rizikim
pro prava a svobody fyzickych osob,
provedou spravce a zpracovatel vhodna
technicka a organizac¢ni opatfeni, aby
zajistili uroven zabezpecleni odpovidajici
danému riziku; [...]

(4) Spravce a zpracovatel pfijmou opatfeni
pro zajisténi toho, aby jakakoliv fyzicka
osoba, ktera jedna z povéfeni spravce nebo
zpracovatele a ma pfistup k osobnim
udajam, zpracovavala tyto osobni Udaje
pouze na pokyn spravce, pokud ji jejich
zpracovani jiz neuklada pravo Unie nebo
Clenského statu.

¢ the processing is necessary for the
performance of a contract to which the
data subject is a party or for the
performance of pre-contractual
measures, which are performed at the
request of the data subject;

e the processing is necessary to fulfil a
legal obligation to which the responsible
individual is subjected;

e the processing is necessary to protect
the vital interests of the data subject or of
any other natural person;

¢ the processing is necessary for the
performance of a task in the public
interest or in the exercise of public
authority which is delegated to the
responsible individual;

e the processing is necessary to safeguard
the legitimate interests of the responsible
individual or of a third party, unless the
interests or fundamental rights and
freedoms of the data subject that
requires the personal data protection
prevail, in particular if the data subject is
a child.

Subparagraph 1 (f) does not apply to any
processing conducted by public authorities
in the performance of their tasks.

Article 32 GDPR Processing security

(1) Taking into account the state of the art,
the implementation costs, the nature,
scope, circumstances and purposes of the
processing as well as the different likelihood
and severity of the risk to the rights and
freedoms of natural persons, the
responsible individual and the order
processor are to take appropriate technical
and organisational measures in order to
ensure a level of protection which is
commensurate with the risk; [...]

(4) The responsible individual and the order
processor are to take steps to ensure that
individuals who are subordinate to them and
who have access to personal data process
said data only on the instruction of the
responsible individual, unless the
subordinate individuals are obliged to
perform the processing under Union law or
the national law of Member States.




Sankce
Cl. 84 GDPR Sankce

Clenské staty stanovi pravidla pro jiné
sankce, jez se maji ukladat za poruseni
tohoto nafizeni, zejména za poruseni,

na néz se nevztahuji spravni pokuty podle
¢lanku 83, a ucini vesSkera opatreni
nezbytna k zajiSténi jejich uplathovani. Tyto
sankce musi byt ucinné, pfimérené a
odrazuijici.

Zkratky:

GDPR: Obecné narizeni o ochrané
osobnich udaja

Penalties
Article 84 GDPR penalties

The Member States establish the rules
concerning other penalties for infringements
of this regulation — in particular
infringements which are not subject to a fine
under Article 83 — and undertake all
necessary measures to ensure that such
rules are applied. These penalties have to
be effective, proportionate and dissuasive.

Abbreviations:

GDPR: General Data Protection Regulation




