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TRUMPF products contain vulnerable versions of OpenSSL (VDE-2024-006) 
 

CVE Identifier 

CVE-2021-3711 
CVE-2021-23840 
CVE-2022-2097 

Severity 

CVE-2021-3711: 9.8 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:H/I:H/A:H) 
CVE-2021-23840: 7.5 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/A:H) 
CVE-2022-2097: 5.3 (CVSS:3.1/AV:N/AC:L/PR:N/UI:N/S:U/C:L/I:N/A:N) 

 

Affected Vendors 

TRUMPF Werkzeugmaschinen  

 

Affected Products 

• Oseon up to and including V3.2 

 

Vulnerability Type 

BUFFER COPY WITHOUT CHECKING SIZE OF INPUT ('CLASSIC BUFFER OVERFLOW') (CWE-
120), INTEGER OVERFLOW OR WRAPAROUND (CWE-190), USE OF A BROKEN OR RISKY 
CRYPTOGRAPHIC ALGORITHM (CWE-327) 

 

https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H&version=3.1
https://nvd.nist.gov/vuln-metrics/cvss/v3-calculator?vector=AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H&version=3.1
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Summary 

Multiple vulnerabilities in the included versions of OpenSSL can lead to different problems, including 
crashes of the OpenSSL modules (leading to a Denial of Service) or leakage of plaintext. These 
underlying vulnerabilities can be fixed by installing a software update provided by TRUMPF. 

Impact 

The TRUMPF products enumerated above include a vulnerable version of OpenSSL 1.1.x which can be 
exploited to crash the application or to attack some encryption modes, revealing plain text. This can 
impact confidentiality, integrity and availability of information on the affected system. 

Solution 

• Please contact your TRUMPF Service with the PR number 500876. 

Reported by 

TRUMPF coordinated with CERT@VDE 

 
 
 


